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Comparison on Recent Metastability and Ring—Oscillator TRNGs
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Abstract

As the importance of security increases in various fields, research on a random number generator (RNG) used for
generating an encryption key, has been actively conducted. A high—quality RNG is essential to generate a high—
performance encryption key, but the initial pseudo-random number generator (PRNG) has the possibility of predicting the
encryption key from the outside even though a large amount of hardware resources are required to generate a sufficiently
high—performance random number. Therefore, the demand of high—quality true random number generator (TRNG)
generating random number through various noises is increasing. This paper examines and compares the representative
TRNG methods based on metastable-based and ring-oscillator-based TRNGs. We compare the methods how the random
sources are generated in each TRNG and evaluate its performances using NIST SP 800-22 tests.
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Fig. 1. Representative structure of TRNGs.
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Fig. 3. Metastability-based TRNGI2].
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Table 1. NIST SP 80022 Test Suite result comparison of Ring Oscillator-based TRNGs.

T O1LERT| 71 B uhe LMT)o] SP 80022 HIAE A} dHlu

[7] [8] [9]
p-value Prop. p-value Prop. p-value Prop.
Frequency 0.514 1.000 0.067 1.000 0.620 0.992
BlockFrequency 0.946 0.982 0.740 1.000 0.744 0.991
CumulativeSums 0.437 1.000 0.122 1.000 0414 0.987
Runs 0.720 1.000 0.122 0.800 0.428 0.993
LongestRun 0.475 1.000 0.213 1.000 0.701 0.990
Rank 0.055 0.964 0534 1.000 0.763 0.988
FET 0.103 1.000 0534 1.000 0.659 0.994
NonOverlappingTemp. 0.679 1.000 0.009 0.800 0.421 0.993
Overlapping Template 0.182 0.982 0534 1.000 0.081 0.991
Universal 0.063 1.000 - - 0.277 0.9838
ApproximateEntropy 0.600 1.000 0534 0.900 0.215 0.992
Random Excursions 0.637 1.000 - - 0.378 0.990
Rand. Excursions Var. 0.876 1.000 - - 0.335 0.987
Serial 0.304 0.982 0.740 1.000 0.470 0.992
LinearComplexity 0.868 0.964 0.740 1.000 0.270 0.989
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